Running Head: IT SECURITY VULNERABILITIES AND HOW TO PREVENT THEM	1

IT SECURITY VULNERABILITIES AND HOW TO PREVENT THEM	2

[bookmark: _GoBack]



IT Security Vulnerabilities and how to Prevent them
Institution
Name
Course










 	Threats refer to any activity that might compromise data, users of the system, the financial resources of the company and those of the company, and privacy of the system users among others. 
Internal Threats
Cyber attacks
There have been instances whereby those who are working for a certain company in the IT department looking on how to open a backdoor through which they will use to access the computer systems (Kokolakis, 2000). Like for instance, an IT expert that used to work for the UBS investment bank did this. Cyber-attacks can be minimized by use of a firewall. The firewall will be configured to prevent safe passage of intruders in the system.
Leaking of Confidential Information or Detail.
With the prevailing technological advancement about the transfer of data, information can be transferred easily and fast. Some of a company's employees might not be knowing the risk involved in leaking personal information (Kokolakis, 2000). They might carry data from the system using CD-ROM, and USB data sticks, among other gadgets. These gadgets are portable, and employees can pocket and walk out undetected. This kind of threat can be eliminated by not sharing any single detail concerning the companies system.
Social Engineering
Sometimes attackers can access a company's system by exploiting the company employee's trusting nature. It can be easy to obtain some details such as the system passwords simply by a phone call (Pearson, 2009). The employees will simply give out the system's passwords since they might be trusting in someone. This attacks can be prevented by educating the workers on the risk of sharing information such as passwords.
External Threats
Mobile Threats
There has been the creation of mobile apps that are used to compromise the privacy of users of a certain website. Mobile phones have continued to be a weak link in the system security. Mobiles threats ought to be stopped by encrypting the device. This will be implemented by setting up strong passwords.
Hacking
Experts of IT can access the system of a certain company from anywhere. The hackers are out there trying to crack into computer networks (Pearson, 2009). Hacking can be minimized by configuring software for optimum use. This is going to be achieved through deactivating systems that can form the basis of an attack.
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